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1 SCOPE 

1.1 The issue: Lack of effective digital identity 
Digital identity is emerging as a cross–cutting issue for many organisations including Omidyar 
Network (ON).  For example, the growing recognition of the importance of identity for socio–
economic development has resulted in identity becoming a key component of the United 
Nation’s Sustainable Development Goals (SDGs).  Identity is seen to have a particular role 
under Goal 16 in promoting “peaceful and inclusive societies for sustainable development”, 
providing “access to justice for all” as well as helping “build effective, accountable and inclusive 
institutions at all levels”. 

The inclusion of a development goal around identity is acknowledgment that in today’s world the 
management of identity infrastructures is key not only to the economic development of 
countries, but also to individual rights and opportunities.  As such, identity has significant 
implications for ON’s empowerment goals and core initiatives.  Not having an official identity 
condemns millions of people to anonymity, and to being marginalised, because so many 
activities—from opening a bank account to attending school to selling goods ‘up the value 
chain’, not to mention voting, inheriting property or moving within or between countries—require 
proof of identity.  Similarly, calls to develop more ‘inclusive markets’ often require improved 
identifiability and ‘traceability’ among small–scale producers in the developing world. 

1.2 The opportunity: Develop privacy enhancing digital identity  
There is no one, inevitable way to build an effective identification system that enables better 
identification for all and the associated societal benefits that follow from inclusive identification.  
Many identity systems are built with scant consideration of privacy issues, despite it being an 
important right that supports many of the same development goals of individual empowerment 
and autonomy that identity for development seeks to achieve. 

With many identity systems being refreshed with the introduction of new technologies, there is 
an opportunity to choose to shape the next generation of identity systems so that they are 
privacy enhancing rather than privacy threatening.  In order to achieve this goal it is necessary 
to understand both the basis of privacy and its protections within law, the role of technological 
choices in making more (or less) privacy friendly solutions and the broader “commercial” 
environment surrounding the implementation of privacy enhancing identity systems. 

This report considers these questions as well as implications for actors in this space.  The 
report is one of a number produced for ON to support its exploration of the identity space.  
Other reports include a review of the landscape of official state–led identity systems and an 
issue analysis of the strategic intentions and corresponding capabilities of non–state and private 
sector actors in the digital identity space. 
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2 PART 1: PRIVACY & DIGITAL IDENTITY 101 

2.1 Digital identity and privacy 
The focus of this report is on understanding the privacy risks and mitigations of digital identity 
systems.  Digital technologies are transforming the design and operation of identity systems and 
enable consideration of policy options that were infeasible a decade ago especially in countries 
where paper documentation and civil registration systems have been weak.  One important 
policy option to consider is building digital identity systems that explicitly offer privacy 
protections for individuals, rather than assuming that existing system architectures probably 
support privacy protections or, worse, designing systems that explicitly disregard privacy 
concerns. 

Digital identity systems run the risk of introducing significant privacy concerns, not least 
because their scope is often intended to be population wide.  For example, in 2014 the South 
Korean government was considering the complete overhaul of its national identity system 
following attacks where hackers gained access to identity details of up to 80% of the population.  
In the United States, the Office of Personnel Management (OPM), which contains security 
vetting details of key government employees, was hacked in 2015 and up to 21.5 million 
sensitive personal records were hacked and fingerprint biometrics of six million government 
workers were taken.  In the UK, concerns about government mismanagement of personal data 
and fears of an increasing surveillance state, resulted in a renewed focus around building 
privacy into the design of an identity assurance scheme for accessing government services. 

The commercial models underpinning many large scale private sector identity systems also 
raise privacy threats as their business models are often based on exploiting personal and 
behavioural data for commercial ends, such as by selling targeted adverts. 

At the same time, digital systems can also provide the opportunity to enhance privacy 
protections.  Technology can place, and enforce, anterior controls on how identity data is used 
and shared, giving users greater control over their identity data.  Technology can therefore 
provide strong privacy protections even in environments where the legal framework surrounding 
personal data and privacy is limited or non–existent.  Digital technology can also be used to 
provide strong, easy to use methods of checking that an identity document has been not been 
tampered with and is being used by the right person. 

2.2 Privacy and data protection 
Before considering the privacy digital identity systems specifically, it is important to appreciate 
the basis of privacy rights and why privacy is considered to be important, as well as the legal 
protections that are available to protect privacy rights. 

For many, privacy is seen as a fundamental right “that empowers individuals and gives them 
control over decisions made about them”.  It is closely related to other empowerment agendas 
including openness and transparency.  Arguably, as a right, privacy should be supported and 
enhanced even if there is limited espousal of popular support for the concept.  A sense of 
privacy can be critical to a person’s sense of self, their identity, integrity and autonomy.  As 
such, it can be seen to play an important functional role in any democratic society. 
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Human rights abuses that affect privacy, such as occurred during the Second World War, led to 
the Universal Declaration of Human Rights (UDHR) that attempted to draw a line in the sand 
and establish the principles that define what it is to be human, against which all governments 
would be measured.  Principles about privacy are found in the UDHR (Article 12) as well as in 
later binding international treaties such as the International Covenant on Civil and Political 
Rights (Article 17), the 1950 European Convention on Human Rights (Article 8) and the 1969 
American Convention on Human Rights (Article 11).  The right to privacy is also enshrined in 
various forms in the constitutions of more than 100 countries. 

Data protection is the main form of legal protection that covers the personal data that 
would be associated with digital identity systems and, alongside the roll out of data protection 
laws (see Error! Reference source not found.) there is a growing realisation of the centrality 
of privacy to innovation and autonomy and its role in limiting state and corporate power. 

Unsurprisingly, even if the principle of privacy being a good thing is accepted, there is ongoing 
debate about the best ways of achieving this objective.  For example, there is considerable 
discussion as to whether government regulation, in the form of “notice and choice”, is the most 
effective means of protecting individual rights, particularly in an era of big data and unexpected 
analytics opportunities.  Additionally, court rulings such as the Google Spain case are 
introducing new considerations for data protection law, such as the right to erasure in the EU 
General Data Protection Regulation (aka “the right to be forgotten”).  Similarly, new forms of 
data and data processing, such as sensor data and the Internet of Things are challenging 
existing norms for how data protection laws can protect privacy rights. 

It does not necessarily follow, however, that the existence of constitutional protections and data 
protection laws are good indicators that privacy is engendered and recognised as a societal 
good.  To be effective, the existence of data protection laws must be matched with strong legal 
and institutional mechanisms to enforce them. 

 

 
Figure 1, Data protection laws around the world 
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Recent EU decisions about the adequacy of US privacy protections in the context of transfer of 
EU data abroad (Schrems v Data Protection Commissioner of Ireland) confirmed that the 
existence of mass surveillance programmes impacts on the ability of corporate entities to 
transfer personal data across borders under the European legal framework, by arguing that 
companies and governments collecting data in Europe must ensure that any jurisdiction to 
which they transfer that data (including by keeping data in “the cloud”) has in place adequate 
protections for privacy.  The Court said that the existence of a mass surveillance programme 
would establish that the requisite levels of rights protection are not met by the third country. 

However, it remains difficult to square court decisions, UN resolutions and government 
regulation promoting the right to privacy and calling for its continued protection, on the one hand 
and the increase in mass surveillance and other monitoring systems, on the other.  The 
Schrems Safe Harbour decision is illustrative of the often contradictory approaches in this 
respect; the European Court criticised the mass surveillance laws in the United States, 
concluding that their existence undermines fundamental human rights.  Yet at least three 
European States (the UK, France, and Germany) practice mass surveillance in the same form 
as the US, and another four (Denmark, Switzerland, Finland and Netherlands) are in the 
process of updating their legal frameworks to enable them to do the same. 

At the same time, companies across Europe are building mass surveillance systems and selling 
them to a range of other states.  In some respects, therefore, the increase in rhetorical 
commitments to privacy can be seen as a demonstration of a “do as I say, not as I do” attitude 
on behalf of certain western states.  In another view, it could be said that when it comes to 
commercial matters, States are happy to regulate for the strict protection of privacy, but when it 
comes to security and crime prevention, the threat of terrorism is sufficient to justify even the 
most serious intrusions. 

2.3 Defining digital identity 
To consider the privacy aspects of digital identity it necessary to define what digital identity is. 

 
Figure 2, Key activities in the digital identity process 

Three key concepts are core to digital identity: 

• Identification: this is the process of establishing information about an individual. Today 
this often involves examining “breeder documents” such as passports and birth 

Identification
Establish identity

Authentication
Assert identity

Authorisation
Use identity
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certificates, consulting alternative sources of data to corroborate the identity being 
claimed and potentially collecting biometric data from the individual. Internet giants 
(Facebook, Google etc) on the other hand build a picture of the individual based on self-
asserted data and usage of services. 

• Authentication: this is the process of asserting an identity previously established 
during identification. Typically this involves presenting or using an authentication 
credential (that was bound to the identity during the identification process) to 
demonstrate that the individual owns and is in control of the digital identity being 
asserted. 

• Authorisation: this is the process of determining what actions may be performed or 
services accessed on the basis of the asserted and authenticated identity. 

In this report, “digital identity” means any systems where identification, authentication and 
authorisation are all performed digitally. This is contrast to, say, entering a social security 
number into a web site without any additional authentication. Whilst the channel is digital and 
the data being shared pertains to identity, there is no assurance that the individual (or machine) 
providing the data is legitimate. 

The concept of assurance is important. Several government-led digital schemes (in the US, EU 
and UK) define levels of assurance which measure the quality of processes and robustness of 
technology applied to the stages for digital identity. 

It is important not to confuse digital identity with the channel through which the service is 
delivered.  It is possible, for example, for a digital identity to be used in a face–to–face 
environment.  An individual could physically attend the service provider location but assert their 
identity through the use of a smart card or mobile device, which are digital means of 
authenticating the claimed identity. 

2.4 Digital identity architecture models 
The report identifies seven different digital identity architecture models (described below) 
that involve different binding between identification, authentication and authorisation.  They also 
offer differing degrees of centralisation / decentralisation that are more, or less, privacy 
enhancing as shown in Figure 3 below. 

This section provides a summary of the models and description of the associated threats, 
vulnerabilities and resultant risks. Appendix A provides a more detail breakdown of the specific 
threats and vulnerabilities that may affect each of the seven models. 
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Figure 3, Positioning Architectural Models 

Key differences between the architectural models include whether identification and 
authentication is undertaken by the same body (the identity provider), the position of the identity 
provider in the ecosystem (monolithic position or not) and whether there are any intermediaries 
between the identity provider and the authorisation context, see Error! Reference source not 
found.Table 3. 

Architectural 
model 

Examples Architectural 
characteristics 

Key privacy threats 

Monolithic identity 
provider 

Facebook, 
Google 

Identity provider 
does Identification 
and 
Authentication; 
Market dominance 

Data breach 

Individual surveillance 

Mass surveillance 

Passing of personal 
information to unvetted 
parties 

Personal information made 
public 

Federated identity 
provider 

GSMA Mobile 
Connect, Open ID 
Connect, Mobile 
Operators, 
PayPal, Amazon 

Identity provider 
does Identification 
and 
Authentication; 
Many identity 
providers in the 
market 

Data breach 

Individual surveillance 

Mass surveillance 

Passing of personal 
information to unvetted 
parties 

More privacy 
enhancing

Less privacy 
enhancing

Centralised Decentralised

Monolithic Internet 
Identity Provider

Federated Internet 
Identity Provider

State Issued eID Brokered IDP

Brokered CSP

Personal IDP

No IDP
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Architectural 
model 

Examples Architectural 
characteristics 

Key privacy threats 

State issued e-
identity cards 

Estonia eID, 
Nigeria eID and 
numerous other 
national eID 
schemes 

Government is 
identity provider; 
Role of 
middleware 

Identity theft 

Data breach 

Mass surveillance 

Poor operational security 

Poor operational processes 

Brokered identity 
providers 

UK Verify, US 
GOV Connect 

Government 
accredits multiple 
identity providers; 
Role of Hub to 
protect privacy 

Identity theft 

Data breach 

Individual surveillance 

Mass surveillance 

Passing of personal 
information to unvetted 
parties 

Brokered 
credential service 
provider 

Canada 
Credential Broker 
Service 

Credential service 
provider does 
authentication; 
Identification and 
authorisation by 
service provider 

Mass surveillance 

Personal identity 
provider model 

MyDex, Meeco, 
Microsoft u–Prove 

Personal data 
store / user agent 
controls 
authentication that 
provides access to 
attributes that are 
then shared with 
service provider 

Identity theft 

Individual surveillance 

No identity 
provider 

Bitcoin, various 
blockchain 
identity startups 
such as Shocard 

No identification 
takes place; 
Authentication and 
Authorisation are 
publicly available. 

Identity theft 

Individual surveillance 

Mass surveillance 

Table 1, Summary of Architectural Models 

2.4.1 Monolithic identity provider 
In the monolithic internet identity provider model (examples: Facebook, Google) 
identification and authentication activities are controlled by the commercial organisation that 
acts as the identity provider for other services.  The identity provider generates income from 
selling the broader identity profile (e.g. social graph data) with third parties.  Whilst this model is 
designed to be inclusive (to maximise the potential customer base) it (currently) does not 
provide high quality identification capabilities, tending to rely on self–asserted data as this is 
sufficient for their purposes.  As noted above, there are privacy risks associated with sharing 
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large amounts of personal data, often without full knowledge of the individual, with third party 
sites. 

Thus, it is an architectural model that offers an easy to use accessible service but is not 
configured to maximise customer privacy and does not necessarily offer the levels of assurance 
required from broader use of the digital identity.  It is also based on a commercial model that 
isn’t focused on privacy rights. 

 
Figure 4, Monolithic internet identity provider 

2.4.2 Federated identity provider 
Federated identity provider systems (examples: GSMA Mobile Connect, Open ID Connect, 
Mobile Operators, PayPal, Amazon) offer many of the benefits of the monolithic identity provider 
model but distribute the privacy risks across a series of identity providers rather than a single 
one.  Here privacy risks associated with data breaches are mitigated because the data are 
distributed across a series of identity providers.  Similarly, surveillance and profiling of 
behaviour is more complicated because the identity / authentication data are spread across the 
market of identity providers. 

 

Figure 5, Federated internet identity providers 

2.4.3 State issued e–identity cards 
State issued e–identity cards (examples, Estonia eID, Nigeria eID and numerous other 
national eID schemes—also RealMe, the online–only digital identity issues by the New Zealand 
Government), in contrast, rely on better quality collected data and the architecture can control 
what data are shared with the service provider.  If implemented, for example, using smart cards 
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and readers, it is possible to provide high quality authentication before any data are shared thus 
minimising some privacy risks. 

 

Figure 6, State issued e–identity cards 

2.4.4 Brokered identity provider 
Another model is the brokered identity provider model (examples: UK Verify service, US 
Connect.gov).  Here a range of identity providers undertake the basic identification and 
authentication activities and share data via a central hub.  From a privacy perspective this has 
the advantage that the identity provider is unable to determine which service provider is 
consuming the identity data.  It also has the potential for innovation / flexibility in the 
identification and authentication activities.  As a central point, however, the hub introduces its 
own privacy risks in this architecture. 

 
Figure 7, Brokered Identity Provider 

2.4.5 Brokered credential service providers 
Brokered credential service providers (example: Canada Credential Broker Service) offer an 
alternative approach to the problem.  Instead of focussing on linking identification with 
authentication, they only provide authentication services and leave the identification (and 
authorisation) activities to the service provider.  This minimises the privacy risks of the 
authentication process as no identity data are involved but may have other undesirable qualities 
as the identification process may be replicated many times by different service providers. 



 

 
 
 
 

Digital Identity: Issue Analysis  Executive Summary 

PRJ.1578  www.chyp.com 14 

 

Figure 8, Brokered credential service provider 

2.4.6 Personal identity provider model 
In the personal identity provider model (examples: MyDex, Meeco, Microsoft u–Prove), a 
personal data store controls the ways in which previously collected identity data are shared (or 
not) with service providers.  By encrypting this data and with only the individual holding the 
decryption key this architecture offers strong privacy protections but also places significant 
requirements on the individual.  The business model underlying this architecture is also not 
particularly developed. 

 
Figure 9, Personal identity provider 
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2.4.7 No identity provider 
The final model is the “no identity provider” model (examples: Bitcoin, various blockchain 
identity startups such as Shocard) that are exemplified by shared distributed ledger / blockchain 
technologies whereby highly decentralised and anonymous forms of identity are supported.  
These approaches are at the bleeding edge of research and are not likely to form the basis for 
digital identity systems in developed, or emerging, markets in the near future. 

 

Figure 10, No identity provider 
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3 PART 2: DIGITAL IDENTITY IN PRACTICE 

3.1 Context matters 
Assessing the impacts of digital identity systems on the privacy of individuals is overwhelmingly 
a contextual exercise, requiring a consideration of the legal, societal, cultural, technological and 
security factors relevant to each unique digital identity system.  A government eID system in 
one country may have a different impact on privacy than the same system in another country, 
depending on the design of the system and the context in which it is operated. 

Every model for digital identity considered in this document has the potential to be poorly 
implemented from the point of view of privacy.  A more decentralised or user–centric design 
however encourages the system to be focused around the individual and will ultimately result in 
an approach that is more transparently private. 

Whenever a digital identity system is more centralised, there is a need to trust the operator of 
centralised services.  Even when those services are operated by an organisation such as a 
bank or government, that a citizen might reasonably trust, data breaches can still occur. 

Whichever approach is taken the privacy requirements will need to be balanced against other 
requirements such as usability, inclusion.  The most private solution may not always be the 
most practical solution. 

3.2 What could impact privacy? 
There are many types of impacts that could be expected to flow from the deployment of 
particular digital identity systems.  These impacts can be viewed from three perspectives: 

• Regulatory: to what extent does the digital identity system incorporate accountability, 
transparency and strong governance mechanisms to guard against adverse impacts on 
individuals’ privacy? 

• Technology: how do particularly technological choices impact upon individuals’ privacy, 
security and effective utilisation of the system? 

• Commercial: how does the digital identity system work commercially? Does the 
commercial model encourage or discourage protecting the privacy of individuals? Does 
the commercial model represent a “fair deal” for the citizen? Is the scheme 
commercially viable, given this will be key to its long term success, particularly if public 
funding is limited? 

3.3 Where should privacy interventions be targeted? 
Lawrence Lessig’s work on the regulation of cyberspace introduces the role that architecture 
and, particularly, code can play in regulating behaviour.  He adds these to more traditionally 
understood regulatory mechanisms of laws, norms and markets.  Code is particularly important, 
he suggests, because it provides anterior controls on action: the technology may prevent you 
from doing something, for example printing a copy(right) protected document. This can be 
happen, even if the law says that, as the author of the work, you should be entitled to print the 
document or if a later court case determines that, for other reasons, you are entitled to do so.  In 
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the same way, technological interventions may reduce privacy risks, for example, by encrypting 
personal data or providing strong and easy to use authentication mechanisms. 

Technological mechanisms can therefore provide some of the most restrictive and effective 
privacy protections for digital identity systems.  Whether through the use of encryption of data, 
one–way generated sector specific identifiers or computationally enabled zero knowledge 
proofs1, well designed technological systems (“privacy–by–design”) can help minimise the 
privacy risks associated with identity systems. 

The role of norms in Lessig’s model is perhaps best understood in association with the role of 
levels of assurance in identity systems.  Norms around relevant, effective and usable identity 
checking are likely to affect the public trust in any resulting identity system.  Any attempt to 
develop an emerging norm that requires extensive identity checking for even trivial activities is 
likely to be resisted, whereas norms of limited identity checks (or mechanisms (e.g. cash) to 
bypass such checks) may prove difficult to change. 

The role of market mechanisms and commercial considerations in creating and mitigating 
privacy concerns have been described above, for example, by clarifying who pays for identity 
services and where the liability around identity use lies. 

Finally laws, such as data protection legislation or softer forms of regulation such as trust 
frameworks and contracts, typically provide posterior controls.  That is, whilst the law or trust 
framework may not permit certain privacy invasive activities (or require privacy impact 
assessments before systems are implemented), in practice they are most effective in punishing 
transgressions from these requirements, punishments that occur after the privacy damage has 
been done. 

It follows, therefore, that privacy considerations for digital identity cannot rely on legal 
protections alone.  Instead, it should take into account a combination of existing laws, 
technological opportunities and commercial considerations. 

3.4 The role of Digital Identity Privacy Principles (DIPPs) 
As noted above, privacy enhancing interventions can take many forms and the fragmented 
nature of the existing principles in this area means that there is no one set of principles that 
meets all our needs, i.e. that covers regulatory considerations, technical measures and 
commercial issues. 

We have therefore proposed of a unique set of principles, the Digital Identity Privacy 
Principles (DIPPs).  These encapsulate the major relevant principles and insights from: 

• Data protection laws that have developed on the basis of a set of principles with most 
tracing their heritage to the 1980 OECD Guidelines. 

• Kim Cameron’s more recently developed seven laws of identity that are particularly 
focussed on the usability and effectiveness of digital identity systems rather than 
privacy more generally. 

 
1 Cryptographic technique that allows an identity attribute assertion to be made without sharing (explicitly or implicitly) 

any data other than the specific identity attribute in question. 
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• The UK Verify scheme identity assurance principles, based on data protection laws and 
specific characteristics of the UK scheme. 

• Technological considerations including architectures and components. 

• Commercial considerations. 

The DIPPs were derived by examining the commonalities between these various principles and 
considering the areas of omission in some of them. 

Because principles are necessarily broad in nature, they will inevitably be open to some level of 
interpretation.  For example, a merchant may have a different view on whether the age of a 
customer is “relevant” to a purchase, compared to the customer. 

As with all rules and guidelines, a provider (of identity or services) could adopt a checkbox 
mentally to the principles.  Lack of appropriate skills or relevant experience may result in 
systems being developed which superficially follow the principles but in reality contain 
significant gaps. 

Additionally, as with information security, privacy is a moving target.  The risks to the privacy of 
personal information will change over time with the evolving threat landscape and constantly 
changing technology.  The privacy of information is therefore not just something that should be 
considered during implementation of a service.  It needs to be constantly reviewed and 
monitored. 

The management of privacy risks should be owned and be the responsibility of the most senior 
stakeholders in an organisation (or government).  They should ensure that the importance of 
privacy is set through appropriate policy and the structures are in place to implement those 
policies in appropriate ways. 
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3.5 Our proposed Digital Identity Privacy Principles 
The following table lists the proposed principles grouped into four categories: 

• Fairly regulated 

• Citizen centric 

• Privacy protecting  

• Interoperable and secure 

Feature Principle Description 

Fairly regulated Fair and lawful 
processing 

Identity systems should be regulated by strong 
legal frameworks that require data to be 
processed fairly and lawfully 

Adequacy and quality Data should be adequate, relevant and non–
excessive in relation to the purpose for which it 
was collected, accurate and up to date 

Explicit and legitimate 
purposes 

Data should only be collected and processed for 
specified, explicit and legitimate purposes 

Minimal disclosure for a 
constrained use 

Data are only to be used for ways which are 
compatible with specified purposes and 
disclosed to parties only to the extent it is strictly 
necessary 

Citizen Centric Openness and 
transparency  

Individuals should be given the greatest amount 
of information possible about how their data are 
processed, used, stored, disclosed, retained and 
deleted 

Individual ownership 
and control of data  

Individuals should have the ability to access 
information about what data are held about 
them, who has access to that data and on what 
conditions it is being processed.  Individuals 
should be able to correct and transfer their data 
where applicable, as well as rights to stop uses 
and have data deleted. 

Accountability and 
auditing 

There should be regular independent auditing of 
identity providers, and individuals should have 
avenues of redress if their data are misused or 
incorrectly disclosed.  Additional protections 
(such as anonymization / deletion of older audit 
trails) should be considered. 

Consent Identity systems should always have the 
consent of individuals to use their data for the 
purposes specified. 



 

 
 
 
 

Digital Identity: Issue Analysis  Executive Summary 

PRJ.1578  www.chyp.com 20 

Feature Principle Description 

Privacy protecting Data minimization and 
avoidance of honeypots  

Identity providers and others involved in the 
identity process should request and store the 
minimal amount of data necessary to perform 
their functions, thus minimising the creation of 
data honeypots at all times. 

Protections for sensitive 
data 

There should be specific protections for 
sensitive data (that relating to political, religious, 
ethnic identity or health data). 

Minimising exclusion. Identity providers should have an obligation to 
ensure that individuals’ data are not used in a 
way that excludes them from access to services 
and opportunities. 

Restrictions on 
international transfer 

Data should not be transferred to parties or 
locations outside of the data controller’s direct 
control. 

Interoperable and 
secure 

Pluralism and 
interoperability of 
systems and 
technologies 

 

Identity providers should choose systems and 
technologies that are useable, transferable and 
interoperable, and incorporate the individual. 

Minimising the human 
element 

The human element should be minimized as the 
more a system is reliant on human intervention, 
the greater the potential for negligence and 
abuse. 

Robust technology  The system should incorporate strong 
cryptographic software and hardware. 

Use of Levels of 
assurance  

The system requires and provides the highest 
levels of assurance of identity necessary for the 
transaction. 

Table 2, Digital Identity Privacy Principles (DIPPs) 
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3.6 The role of Trust Frameworks 
As the scope of the DIPPs reaches beyond just the legal environment, they are valuable for 
developing a privacy enhancing ecosystem that includes suitable regulatory, technological and 
commercial arrangements.  A common approach to describing such an identity ecosystem is to 
use a “Trust Framework”. 

 
Figure 11, Key components of a trust framework (identity ecosystem) 

A Trust Framework encapsulates the rules that govern how a particular digital identity system is 
delivered and operated, provides a benchmark against which a scheme can be measured (or 
certified) and acts as a standard for delivering digital identity for a particular context.  

3.7 Examples schemes 
There are numerous national digital identity schemes in various stages of maturity and adoption 
(as demonstrated by the World Bank’s ID4D dataset2). The following examples are especially 
notable due to their leading nature. 

• Estonia eID: A highly developed and mature state-issued eID, originally launched in 
2002. It is mandated for every citizen and is integrated into a wide variety of services. 
The scheme is backed by comprehensive data protection law and an independent data 
protection authority, with minimal data being provided to third parties. The scheme 
including card and mobile based digital identities as well as lower assurance online-only 
digital identity for certain services. 

• Austrian eID: A state-issued eID scheme containing privacy enhancing technical 
features that are particularly notable. The scheme uses unlinkable sector-specific 
identifiers to prevent the tracking of citizens across government services. 

 
2 http://data.worldbank.org/data-catalog/id4d-dataset 
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• UK Verify: A Brokered IDP scheme where the government is seeking to seed a market 
for private sector identity providers, with the government as the first user. The scheme 
is similar to initiatives being pursued in Canada, the US and potentially Australia. It 
allows the cost of identity to be shared. The UK scheme is based on a well defined set 
of privacy principles and is governed by comprehensive data protection law and an 
independent data protection authority. The hub provides a privacy barrier between 
identity providers and service providers although if compromised could become a point 
of data aggregation. 

• Peru eID: A state-issued eID scheme. It is part of a broader non-digital identity scheme 
which is recognised as being inclusive. The regulatory environment in Peru promotes 
privacy and the establishment of an independent authority for digital identity (RENIEC) 
maintains a helpful separation between the management of digital identity and usage of 
it. 

3.8 Basic steps 
Building a privacy enhancing digital identity system in practice can be a complex exercise, 
needing to account for the local context and consider all aspects – regulatory, technical and 
commercial. There are, however, some basic steps that will help to ensure the model adopted 
promotes a good approach to privacy, including: 

• Making the individual the control point for their digital identity.  Ideally this should be 
achieved by encrypting attributes with cryptographic keys only normally accessible to 
the individual. 

• Use unlinkable identifiers to prevent the matching of individuals across their use of 
services. 

• Building end–to–end encryption into transactions to avoid unintended leaking of data. 

• Use a trust framework to provide an explicit, open and transparent description of how 
the digital identity service works in order to be open to public scrutiny as well as 
providing a means for certification. 
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4 PART 3: ROADMAP FOR DIGITAL IDENTITY 
How should the principles of privacy be put into action to develop better digital identity systems 
in the future? This section considers practical steps that should be taken that could provide a 
roadmap towards privacy enhancing digital identity. 

4.1 Put the individual at the centre of privacy protection 
A recurring theme in the context of privacy and data protection is the emphasis on individual 
autonomy and hence control over how personal data about a person is used. Control is 
frequently associated with consent, for example, the first Verify principle combines control with 
consent: The User Control Principle: Identity assurance activities can only take place if I 
consent or approve them. 

Placing the individual at the centre of privacy protection arguably goes beyond just giving the 
individual control over data, it needs to be reflected in the entire approach to the digital identity 
system.  As Sir James Crosby noted in his report for HM Treasury: 

The expression “ID management” suggests data sharing and database consolidation, 
concepts which principally serve the interests of the owner of the database, for example 
the Government or the banks.  Whereas we think of “ID assurance” as a consumer–led 
concept, a process that meets an important consumer need without necessarily 
providing any spin–off benefits to the owner of any database.  This distinction is 
fundamental.  An ID system built primarily to deliver high levels of assurance for 
consumers and to command their trust has little in common with one inspired mainly by 
the ambitions of its owner.  In the case of the former, consumers will extend use both 
across the population and in terms of applications such as travel and banking.  While 
almost inevitably the opposite is true for systems principally designed to save costs and 
to transfer or share data. 

Placing the emphasis on real user needs, rather than vendor driven use–cases or hypothetical 
gold standard identification scenarios that are unachievable on the ground, requires detailed 
reflection on the purposes and scope of the identity system.  A system that addresses real user 
needs should not be faced by low levels of take up and the political uncertainties associated 
with voluntary use / effective compulsion.  Such reflection is also a critical component of the 
privacy–by–design approach described below. 

4.2 Provide an effective legal environment 
A key element of the trust framework is the existence of an effective legal environment that 
contains, and can enforce, legal remedies to prevent or punish abuses of personal data.  An 
effective legal environment will also increase confidence that any contractual measures put in 
place as part of the trust framework to ensure privacy can be enforced. 

It is important to recognise the limitations of legal and contractual remedies as their primary 
effects are to respond to identified privacy breaches rather than prevent them.  Anterior 
controls, that can reduce privacy risks, are possible technologically and can complement the 
benefits of effective legal controls. 
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One particular legal / regulatory challenge is the extent to which zero knowledge proofs, i.e. 
those where the identity claims are guaranteed without any audit data being generated, will be 
accepted for transactions that require lower levels of assurance.  There are many situations 
where high quality authentication is sufficient to address particular policy goals.  Audit trails of 
the transactions are unnecessary for the goal and introduce unnecessary privacy risks but might 
be insisted upon by a conservative legal system that requires “proof” of all transactions.  This is 
particularly dysfunctional in the case of a legal environment that requires such proofs but has no 
effective powers to address abuses that might be identified in this record of transactions.  For 
example, Nigeria has a smart–card based identity card but is lacking a basic data protection 
law. 

4.3 Design in privacy from the start 
There is widespread recognition that privacy should be designed into any system from the start 
rather than be something that is bolted on as an afterthought.  Privacy design activities, 
including privacy impact assessments, can also be undertaken before significant steps are 
taken to implement the next generation of digital identity systems. 

Privacy–by–design requires a careful understanding of the expected goals of the identity 
system, an appreciation of the distinctive characteristics of the context of use and an awareness 
of the technological capabilities and privacy risks associated with proposed next generation 
digital identity systems whether developed as bespoke systems or procured from the market.  
For example, zero knowledge proofs and cryptographically secure transactions might not be 
easily understood by all who are attempting to implement privacy–by–design.  Privacy–by–
design is also an activity that is not well supported by a tick box mentality or an incentive system 
that discourages careful reflection by relevant officials. 

4.4 Separate identification from authentication and authorisation 
As the different architectural models described aboveError! Reference source not found. 
show, many existing identity systems combine identification and authentication activities within 
the scope of the identity provider. The possession of an identity card might be both the product 
of the identification process and the means of authenticating that identity. 

In practice, however, the quality of different data points to support identification varies 
considerably, i.e. they may offer low levels of assurance. This is both unhelpful for the running 
of the identity system and introduces security and privacy risks into the system as there will be 
opportunities for the weakest parts of the identification process to be the target of deliberate 
attack. 

Separating out identification from authentication allows for the relatively rapid roll out of basic 
digital identity credentials, perhaps issued to all but based on low assurance identity data 
(ranging from presence in a territory through possession of an out of date existing identity 
document or a document with known issuance problems). The quality of the digital identity can 
be enhanced over time, in part simply through a history of ownership and use or by 
incorporating additional data points. 

Some identity systems are presented in terms of absolute certainties (“gold standards of 
identity”), not least because this has an intuitive appeal.  Achieving gold standards of 
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identification and authentication is likely to be very difficult to achieve, very costly and 
unnecessary given the different levels of risk associated with particular transaction types. 

Note, this is not to say that higher levels of assurance of identification and high quality 
authentication should not be supported by an identity system but rather that it may not be 
necessary to ensure that all members of society, from the poorest agricultural workers to senior 
politicians need to undergo the same identity processes. 

Questioning the level of assurance needed for particular transactions raises the associated 
question of what identity evidence is required for a particular transaction, once authorised.  
Although it is possible to share all potentially relevant data for a particular transaction, such an 
approach raises significant (unnecessary) privacy concerns, and an approach that minimises 
the data that is shared is appropriate.  In many situations, the answer to the identity evidence 
question is Yes or No, not “Full name, date and place of birth, gender, address” etc.  In the case 
of physical identity cards, much of this data is presented in human readable form (i.e. printed on 
the card), despite the known risks.  Digital identity systems, however, can be designed to 
support privacy friendly disclosures and only release the minimum amount of data necessary. 

Effectively, what this means is that the authorisation stage of many identity related transactions 
does not actually require “identity” information to be exchanged, rather identity–related 
attributes.  Thus, accessing age related products doesn’t need identity information, it needs a 
Yes / No answer to the question of whether the individual in front of you satisfies the age–
related criteria (“is the person over 18?”, “is the person entitled to a pensioner’s discount?”).  
Although age related claims are easily understood, the same logic can apply to claims about 
nationality, entitlement to use social services, the right to vote etc. 

Risk–based attribute checks also allow for the possibility of technologically enabled “zero 
knowledge” checks to be made.  For appropriate transactions, where the relying party has 
confidence in the attribute claims being made (e.g. in a bar, an individual satisfying the claim 
that they are over 18) and with a suitable legal / regulatory environment, there is no need to 
keep an auditable check of the transaction to be kept on some database.  There is increasing 
evidence that the meta–data stored in such audit databases can have serious privacy 
consequences as they allow significant inferences about a person to be made. 

Zero knowledge proofs are not appropriate for all circumstances, in some cases there needs to 
be real–time checking of attribute claims (“is this person (still) an employee?”) or where there is 
a need for audit–trails of identity based transactions.  These are, however, policy choices and it 
is better that these decisions are the result of explicit design decisions rather than being the 
(privacy–unfriendly) defaults. 

For many contexts, determining (biometric) uniqueness runs in parallel with the identification 
activities.  Indeed, this is vision underpinning Aadhaar where the Aadhaar number is intended to 
be based on biometric uniqueness and additional identity data are then bound to the number. 

Separating out identification from authentication also enables stronger data minimisation (and 
tokenisation) described below. 
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4.5 Improve authentication then identification 
Having separated out identification from authentication and bearing in mind the different levels 
of quality for each (levels of assurance for identification), it is possible to locate many existing 
identity systems in the grid shown in Figure 12. Thus, for example, the UK Verify system offers 
both high quality identification and high quality authentication.  A visual inspection of an officially 
issued e–identity card may offer high quality identification but low quality authentication.  The 
Aadhaar scheme, which focuses on uniqueness rather than identification, per se, is an example 
of (relatively) low identification quality and, to the extent that the one–time passcodes to an 
associated SIM are not used, (relatively) low quality authentication. 

 
Figure 12, Improving identification and authentication 

What is more important than placing particular systems on the grid, however, is consideration of 
how to improve the quality of both identification and authentication.  For a system with a low 
score in both aspects, the ideal move (shown as line 3) would be to move directly to high quality 
identification and high quality authentication.  In practice, however, the time and effort to 
improve the quality of these aspects of digital identity are different.  In general, improvements to 
authentication quality (line 1) are likely to be quicker to achieve than improvements in 
identification quality (line 2). 

To illustrate, consider the possibility of a one–time binding between the fingerprint that Aadhaar 
associates with a particular Aadhaar number and the same fingerprint being used to unlock a 
smart phone. This would allow that Aadhaar number to be securely bound to the phone (and 
any other devices similarly set up) and would mean that it could be possible to present one’s 
Aadhaar number with strong authentication (on the phone) without requiring a fingerprint reader 
at the service provider’s location and without sending the fingerprint biometric to the Aadhaar 
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central register and creating an audit record of the transaction.  For markets where phones with 
fingerprint readers are not readily available, similar high quality authentication can be 
implemented using the secure SIM or one–time SMS messages. 

Improving the quality of identification takes more time and can take a variety of forms.  
However, if associated with a high quality authentication process, it will be possible to grow the 
level of assurance of the identity over time, whilst still enabling the original identity to be used 
securely in low assurance contexts.  Even possession, over time, of an identity with high quality 
authentication will provide additional evidence for the identification process.  Other mechanisms 
to improve the identification quality include adapting techniques used by companies such as 
Paypal who pay a token amount into an existing bank account of a person and then ask them to 
(securely) log into that account and confirm the amount paid in by PayPal.  Successful 
completion of this activity increases the confidence that the account is under the control of the 
individual.  This technique is also being used within the Verify service as part of the 
identification services offered by some identity providers. 

Smart cards readers, that perform a single function, do not have widespread penetration and, 
unless integrated with other capabilities (e.g. payments) such readers might end up being just 
an additional piece of equipment that needs to be procured (and refreshed periodically) can be 
contrasted with personal devices, particularly mobile phones, that are multifunctional and offer a 
range of mechanisms for achieving high quality authentication including secure processing and 
support for fingerprint, face, voice and behavioural biometrics. These authentication 
mechanisms can be privacy enhancing especially where they are explicitly designed not to 
share data with third parties. 

For example, both Apple and Android fingerprint readers offer an excellent, rapid user 
experience and are designed solely to authenticate the owner of the device so as to unlock the 
phone or authorise payment.  Biometrics in this context do not need to be part of the 
identification process and can be used just as an authentication process in the same way that a 
one–time PIN sent to a previously registered mobile phone is used.  Fingerprint readers will 
therefore increasingly offer an excellent opportunity to provide high quality authentication in a 
consumer friendly manner.  Once the device owner authenticates themselves (to a device that 
is under their control) it is possible for the device to authorise various activities such as the 
selective sharing of data. 

4.5.1 Minimise data exchange and consider tokenisation 
Authentication methods that are trusted yet are under the control of the individual offer a means 
of building in data minimisation into many transactions.  Thus rather than presenting a physical 
identity card that shares large amounts of unnecessary data in the transaction (typically 
because the physical card needs to be used in a variety of situations, some of which need the 
person’s name, some the person’s date of birth, others their address etc.) it would be possible 
to ensure only the minimum data are exchanged: “over 18”, “entitled to vote”, “able to drive”, 
“eligible for subsidised food” etc. 

In some circumstances, such as eKYC checks, more identification data needs to be exchanged 
but the technology can easily be configured to provide this extra data in appropriate 
circumstances. 
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Important lessons are being learned through the roll out of pseudonymisation activities 
particularly tokenisation in payments.  In payments, it is recognised that merchants do not need 
the details of the individual’s credit card, only a trusted token that will be used to ensure that the 
merchant is paid and the purchaser’s bank account charged. 

4.6 Provide a viable commercial model that disincentivises abuse 
of personal data 

Whilst the monolithic identity providers like Facebook and Google offer easy to use digital 
identity credentials, their business models run counter to consumer privacy as key revenue 
streams come from sharing individual and aggregate customer data.  Even federated and 
brokered identity models have the risk of personal identity data being misused for commercial 
purposes.  Whilst it is possible to constrain such actions contractually and technologically, long 
term the commercial model must be designed so that incentives to protect privacy are aligned. 

A frequently overlooked issue relates to liability, both for the relying party that may be using 
identity data for transactions where it is nominally liable (KYC checks to open bank accounts 
being a case in point) and where they have an incentive to transfer this risk to the identity 
provider.  No identity provider, however, wants to assume unlimited liability and so an effective 
liability model needs to be constructed.  This is discussed in further detail below. 

4.7 Consider who will pay for the identity system? 
If identity credentials are to become a key infrastructure for a society, then important questions 
of how they are to be paid for arise.  There are different models of charging for infrastructure 
provision that can be drawn upon, for example charging on a per use basis or top–slicing the 
costs and providing a standard provision for all.  Choosing the right payment model can be 
problematic whether the identity provider is a government agency (particularly if it is required to 
be revenue neutral) or a commercial body. 

Identification is one activity where costs can be clearly understood but this is likely to be one–
time only activity and might be compressed into a relatively short time period.  Even allowing for 
individuals coming of age and new residents, once the population has been issued with an 
identity credential the only money to be made will be at renewal time. 

There are important questions about peak loading associated with the cost of issuing 
credentials.  For example, the previous UK proposals for a national identity card explicitly 
decided to link identity card issuance with passport renewal, thus ensuring a relatively stable 
enrolment process and a smooth associated renewal process, as approximately 1 in 10 of all 
passports need to be renewed each year.  India, in contrast, has focussed on enrolling the 
majority of the population in a very short period of time and hence will have to reduce enrolment 
capacity (whilst maintaining universality) once the population is enrolled. 

Paying for use of the credential is a useful alternative but has a tendency to both encourage 
unnecessary formal authentications (perhaps beyond the levels of assurance required by the 
risk assessment) as the identity provider is being paid per authentication and discouraged by 
the body that is covering the costs of these authentications.  Moreover, if the relying party is 
paying a fee per verification, it is likely that this cost will be passed onto the customer.  This 
model also provides little incentive for more privacy friendly zero knowledge transactions. 
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Other market related concerns can also result in systems that are more privacy invasive.  For 
example, the commercial considerations associated with implementing and running identity 
systems may result in business models that seek to monetise the identity data, for example, by 
using it to support targeted advertising, whilst discouraging high quality identification processes 
that might exclude potentially valuable customers. 

4.8 Address questions of liability 
An identity system provides assurance that claims about identities or attributes can, to a 
specified level, be supported.  This means that the service provider who is the consumer of the 
claimed identity (the relying party) should act based on the supported claim.  The question that 
arises, however, is what happens if, for whatever reason, there is a problem with the identity 
claim (and hence the assurance given for it).  If the relying party cannot rely on the claims being 
made (and the context is one where there are significant penalties associated with inappropriate 
actions) then this will encourage the relying party from supplementing identity system with its 
own system and procedures.  It is likely, however, that these supplementary systems will not be 
as carefully designed as the underlying identity system and privacy and security risks are 
therefore likely to be higher. 

Service providers should not therefore be held liable for actions based on properly 
authenticated identity claims.  As noted above, this does not necessarily mean the creation of 
an audit trail of transactions.  What then of the liability of the identity providers?  Here the 
complexity of the liability model grows as benefits and risks are shared unequally.  In extremis, 
the identity provider privatises the some of the benefits (e.g. payments for authentications) but 
socialises the risks (e.g. complete failure of trust in the identity system as a whole). 

4.9 Review the role of compulsion 
For countries introducing new identity credentials, questions of consent and compulsion 
become particularly significant from a market and rights perspective.  They may cause 
significant disruption to the roll out of system.  In such cases it is frequently stated that the new 
identity system is voluntary, not compulsory and that individuals can always choose not to have 
an identity credential. 

If the credential is not compulsory, however, there is a classic chicken and egg problem 
associated with generating a critical mass of issued credentials.  If there is nowhere that an 
individual can use their new identity credential more easily than existing documentation 
(because organisations may not bother to redesign their systems and work processes until 
there is a significant proportion of the user base holding the new credential) then why should 
that person bother to enrol with the new system.  As noted above, designing a system that 
focuses on user needs is one possible solution to this problem. 

As the critical mass of credential holders develops, effective compulsion can arise.  This might 
simply be a consequence of staff becoming more familiar with the dealing with the new identity 
credential and that using alternative documentation, whilst being technically suitable for the 
transaction, simply results in a more cumbersome process.  This problem might be particularly 
acute when comparing the speed of electronic authentication with manual checking of an 
analogue identity credential. 
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In other cases, systems might be used that require details of the (voluntary) identity credential 
to be entered even though there is no legal requirement to have one.  For example, the 
computer system for registering marriages might not allow the registration to be completed until 
the fields for the national identifiers of the couple contain valid values. 

Making the identity credential compulsory requires popular and political support and thus 
requires a series of practical uses that the credential can be used for.  Ideally, these are not 
artificially created just to “generate demand” (solutions looking for problems) and are based on 
a realistic risk assessment.  However, evidence from Europe suggests that the various 
electronic identity cards are used infrequently because most people have infrequent access to 
public services and those that do have more frequent access rarely need to formally identify 
themselves each time. 

4.10 Caveats: Limits of digital identity systems and privacy 
It is important to recognise that, despite the claims of the vendors of many digital identity 
systems, they are not a panacea for many of the identity and privacy problems faced around the 
world.  In particular, without a good understanding of what the identity system is trying to 
achieve, it is difficult to build in appropriate mitigations and responses, to both the problems of 
identity and particularly the problems of privacy in digital identity systems.  This problem is not 
helped in situations where politicians and key decision makers frequently boast about not 
understanding technology. 

In extreme cases, as has recently occurred with the Tanzanian identity system, not knowing 
what you are trying to achieve and how you are trying to achieve it can be extremely costly.  In 
this case, the Tanzanian government is planning to recall 2.5 million identity cards because they 
do not have a “wet ink” signature on the face of the card.  Home affairs Home Affairs Minister 
Charles Kitwanga had described the national ID cards as “state–of–the–art technology”, 
including (secure) digital signatures of the holder and other personal information embedded 
inside. 

Thus the most fundamental question to answer is what policy goals the identity system is trying 
to address.  Whilst it is recognised that additional use–cases will emerge, particularly once an 
effective digital identity infrastructure is in place, a specification of the core requirements will 
shape the overall design of the system.  For example, if one of the key goals of the identity 
system is to reduce fraud and costs of making secure electronic transactions, it makes sense 
for all residents in a country to be able to enrol into that system and such a system is most 
likely to be useful once individuals reach the age of majority.  In contrast, a system that is 
focussed around the rights and obligations of citizens might be more closely linked to existing 
birth registration details.  This question is particularly important in the context of moves towards 
fully digital identity systems that can have significant investment and infrastructure cost 
consequences, particularly for emerging economies. 

A related concern is the extent to which a digital identity system will address the stated policy 
objectives.  One frequently overlooked part of this question concerns the extent to which there 
is a proper understanding of the role that mis–identification plays in the policy goals being 
addressed.  For example, benefit fraud and associated “leakages” are frequently cited as arising 
from mis–identification problems, e.g. an individual who has been (wrongly) issued with multiple 
ration cards.  In many cases, however, a closer investigation reveals that the fraud has less to 
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do with incorrect claims about identity and more to do with incorrect claims about circumstances 
(e.g. misreporting income levels).  Even if the potential for fraud and corruption is directly 
related to identity claims, the wider context of use needs to be understood to determine the 
extent to which it is possible to undermine / ignore high quality identity credentials (i.e. failing to 
use effective authentication).  For example, a context where entitlement to subsidised food is 
associated with a unique number and a verified fingerprint would only work if the only way for 
the food to be issued was once a verified fingerprint and entitlement was authenticated.  Any 
opportunities for “workarounds”, perhaps because “there are connection / power problems” 
would undermine the effectiveness and public trust in the system and enable “rent–seeking” 
behaviours. 

It is also important to recognise that the central problem of identity in many emerging 
economies does not relate to the question of whether you can reasonably believe that the 
person in front of you is the person to whom a national identity card was issued, which is a 
problem that biometric data and technological systems can help solve; but rather the 
conundrum of who qualifies to be a national.  There are many millions of people whose status 
as nationals of any particular country is currently in doubt and this identity challenge is a 
problem of law and politics rather than a technical issue of identification. 

Whilst mobile phone technology is likely to be a key enabler of privacy enhancing authentication 
activities, it is important to remember that although the total numbers of mobile devices is 
rapidly reaching the same numbers as the global adult population, their distribution is still 
distorted with inequalities in mobile phone access currently mirroring existing inequalities in 
society (including by gender, literacy and urban / rural living) although these demographics are 
shifting rapidly.  At this time, therefore, it is probably unwise to make a strong link between a 
particular mobile device and a particular individual as many phones are still linked to families or 
communities rather than individuals.  The cost of the device, of calls and the quality of 
coverage, particularly for data also affects the potential for mobile to transform this space. 

A final consideration, of course, is that in many countries, some form of identity credential is 
needed before SIM cards can be issued to individuals. 
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APPENDIX A THREATS AND VULNERABILITIES 
2.4 outlines seven architectural models for digital identity systems. This appendix contains a 
detailed assessment of the threats and vulnerabilities to those models that formed part of our 
analysis when writing this reporrt. 

A.1 Threats 
As for any other digital service, the threats to a digital identity scheme fall into one of three 
broad classes: 

• Threats to the confidentiality of the scheme. These are direct threats to the privacy of 
the enrolled participants, and to the service itself; 

• Threats to the integrity of the scheme – that is, that the data held by the scheme is 
altered by an unauthorised third party; 

• Threats to the availability of the scheme. These are threats to the service itself, either 
disrupting enrolment or the subsequent provision of identity-related services, such as 
identity assurance. 

These threats might further arise through a number of avenues, such as: 

• Malevolent threats (entities operating illegally to disrupt a digital identity service, to 
undermine its integrity, or to undermine the privacy of individuals). 

• Legitimate businesses that potentially compromise the privacy of personal information 
through their legal business practices. 

• Passive threats to the service, which arise through either incompetence or negligence 
on the part of those responsible for its provision. 

The range of threats a digital identity service might be exposed to is summarised in the 
following table. For each threat, a potential severity is given, as follows: 

• High: Threat of direct disruption or financial loss to citizens 

• Medium: Threat of embarrassment, inconvenience or annoyance to citizens 

• Low: Minimal threat.3  

  

 
3 In a full risk assessment, threats would be assessed in terms of the potential “impact” to the service and the potential 

“gain” to the attacker. For the purposes of this document a severity rating is provided which is a high level indication 
of the seriousness of the threat.  
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Threat Type # Example Severity 

Confidentiality threats 

Malevolent T.1 Identity theft: systematic exposure of an individual’s personal information 

allowing subsequent impersonation of the identity. 

High 

 T.2 Data breach: exposure of a large amount of personal information pertaining 

to a large number of citizens by a criminal gang enabling wide-scale fraud or 

extortion. 

High 

 T.3 Individual surveillance: exposure of personal information (including usage 

data) that would reasonably be assumed to be private, to stalker, private 

investigator etc. 

Medium 

 T.4 Mass surveillance: exposure of large amount of personal information 

pertaining to a large number of citizens (including usage data) that would 

reasonably be assumed to be private. 

High 

Inappropriate T.5 Passing of personal information (with citizen’s consent) to unvetted parties: 

exposure of personal information if third party does not behave 

appropriately. 

Medium 

 T.6 Repurposing of data: e.g. data collected for health reasons shared with tax 

authority. 

Medium 

 T.7 Personal information made public: publication of large volumes of data (with 

citizen’s consent) that can be aggregated and mined resulting in the privacy 

of individuals being undermined. 

Medium 

Passive T.8 Poor operational security: leading to private data being exposed. 

Although this is a possibility for any scheme, the lack of appropriately 

secured data centres in many of the emerging economies makes this more 

likely. For example, it is commonplace in many countries to see data centre 

security doors propped open, in order to ease access for operators, without 

thought for the security implications. 

High 

 T.9 Poor operational processes: for example, turning on data logging in order to 

investigate a problem, and then neglecting to turn it off again once the 

problem has been isolated. 

High 

 T.10 Changing security landscape: failure to review security protocols, key 

lengths etc at regular intervals, so that a malevolent attacker is more likely to 

succeed. 

High 

Integrity threats 

Malevolent T.11 Attacks on the cryptographic underpinnings of a scheme; access to scheme 

private keys, for example, so that authentication services can no longer be 

trusted 

High 

 T.12 Alteration or deletion of data: this could be to disrupt the service, bring it into 

disrupt or to enable identity takeover. 

High 

Inappropriate T.13 None identified Low 

Passive T.14 None identified Low 

Availability threats 

Malevolent T.15 Denial of service attacks, so that authentication services are not available Medium 
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Threat Type # Example Severity 

T.16 Attacks on the cryptographic underpinnings of a scheme; deletion of scheme 

private keys, for example, so that authentication services can no longer be 

provided, and new registrations cannot be supported 

High 

Inappropriate T.17 None identified Low 

Passive T.18 Poor attention to the need to renew cryptographic certificates and other 

elements of the service such as software licences, so that the service 

becomes untrusted by automated services or simply unavailable. 

Medium 

Table 3: Categories of Threats 

It is not unknown for these threats to be actualised in combined attacks, so that for example a 
denial of service attack on a digital service might be intended to distract a service provider 
sufficiently so that a more subtle attack on the confidentiality or integrity of a service isn’t 
noticed until after the fact. 

A.2 Vulnerabilities 
Vulnerabilities are weaknesses that could lead to the compromise of confidentiality, availability 
or integrity of the information assets being managed by a system. For the purposes of this 
document we provide a high level view of the types of vulnerability that may exist in digital 
identity systems particular focusing on vulnerabilities that result in the privacy of citizen data 
being lessened. 

A.2.1 Vulnerability types 
The following table lists types of vulnerability that may exist in a digital identity system. We have 
grouped these under the DIPPs established in Section Error! Reference source not found.. 
For each type of vulnerability, we provide examples of different severities of vulnerability (high, 
medium and low severity). In the next section we then use this measure to score the potential 
vulnerability of the digital identity architectural models. 

Vulnerability type High Medium Low 

V.1 Fair and lawful processing    

Data held in jurisdictions or 

organisations with different 

standards 

Digital identity data 

duplicated across multiple 

organisations. 

Digital identity data 

normalised4 

Digital identity held by 

one organisation or in 

one jurisdiction with 

established standards.5 

Robustness of certification – self 

certification, privacy focused or 

not. 

Self certified with no 

explicit PIA required. 

Self certified but 

includes a PIA 

Certification includes 

PIA from qualified third 

party 

 
4 i.e. data duplication minimised, ideally with each attribute managed by one organisation (although could be multiple 

organisations). 
5 Note this is in conflict with desire to minimize honeypots. Ultimately it is likely to be better to avoid honeypots although 

this makes the task of ensuring consistent application of standards more difficult. 
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Vulnerability type High Medium Low 

V.2 Adequacy and quality    

Poor data quality Self asserted data only Data checked against a 

small number of external 

sources 

Data checked against 

authoritative sources 

Static long lived identities Identity re-issued / re-

verified infrequently 

Identity re-issued 

infrequently but 

established revocation 

lists checked. 

Identity re-verified 

frequently using multiple 

reference points 

V.3 Explicit and legitimate 

purposes 
   

Unnecessary data collection Data collected without 

having a clearly defined 

purpose for the provision 

of digital identity 

Approach to digital 

identity requires 

collection of significant 

amounts of data (e.g. 

transactional data) 

Approach to digital 

identity minimises type 

and amount of data 

collected 

V.4 Minimal disclosure for a 

constrained use 
   

Linkable identifiers Single identifier used for 

many purposes 

Sector specific 

identifiers 

Organisation specific 

identifiers6 

Lack of blinding Other parties in 

transaction visible 

Parties in transaction 

separated by hub 

Information about other 

parties in transaction 

blinded cryptographically 

Lack of pseudonymisation Large amounts of data 

potentially shared in single 

assertions 

Minimum data set 

required for all 

transactions but other 

data optional 

Granular partial identity 

supported 

Lack of “verification mode” 

services7  

Source data attribute 

shared 

Data is queried rather 

than shared 

Data is queried and 

response bound to 

current transaction so 

cannot be reused 

Biometric data shared or stored in 

central database 

Biometric template shared 

or stored centrally 

Only hash of biometric 

shared or stored 

Biometric data never 

leaves reader device. 

Only authentication 

result shared. 

V.5 Openness and transparency    

Lack of transparency Unclear what data is 

collected 

Data to be collected is 

defined but have to trust 

provider to not collect 

more 

Data collected defined 

and system limits trust 

needed in provider 

Implicit data collection  Data collected that citizen 

may not be aware of 

Data collected but 

citizen likely to be 

aware. 

Data collection requires 

deliberate citizen action 

 
6 A further level of granularity (transaction specific identifiers) may also be possible. 
7  i.e. instead of “Is person over 18?” ask “what is person’s age” 
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Vulnerability type High Medium Low 

V.6 Individual ownership and 

control of data 
   

Weak authentication: 

Authentication token has potential 

for theft or loss or cloning 

No notification of data 

collection 

Has option for strong 

authentication but not 

mandated 

Strong authentication 

including smart card 

equivalent or strong 

biometrics 

Gap between user and credential 

(cloud hosted versus card) 

Credential (e.g. signing 

key) is hosted in cloud 

with access to it controlled 

by password or software 

Credential (e.g. signing 

key) is hosted in cloud 

with access to it 

controlled by hardware 

device 

User credential is a 

physical device or 

biometric under their 

direct control. 

Unencrypted data readable 

without access controls 

Access to data possible by 

unauthorised / unauthenticated 

parties 

Significant amounts of 

data visible 

Some data readable 

(e.g. from user 

device/card) with no 

controls 

Reading data (e.g. from 

user device/ card) only 

permitted by authorised 

parties 

Non-expiring user credentials Credentials not 

periodically replaced / 

updated 

Credentials not 

systemically replaced / 

updated but confirmation 

from user periodically 

obtained 

Credentials replaced at 

a frequency determine 

by risk assessment or 

security policy 

V.7 Accountability and auditing    

Lack of audit Unregulated or where no 

clear digital identity 

guidelines exists. 

Self regulated with clear 

guidelines relevant to 

digital identity. 

Service operated as part 

of regulated industry. 

Access to data not audited No auditable record of 

access to data 

Auditable record of 

access to data held by 

not usually shared. May 

need court injunction. 

Full audited record of 

access to data held 

centrally. 

V.8 Consent    

Cached consent: Consent once, 

use many 

Disclosure of personal information 

without explicit consent 

Generic and forced opt in 

for unspecified data 

collection and sharing 

Single opt in but for 

collection and sharing 

amongst clear and 

limited set of 

organisations 

Citizen notified 

whenever data that is to 

be used for digital 

identity purposes is 

collected.8 

No facility to withdraw consent, 

lack of revocation 

No straightforward 

mechanisms to withdraw 

consent previously given 

Mechanism provided to 

manage consent but 

cumbersome or complex 

to use 

Intuitive and clear tools 

provided to manage 

consent. 

 
8 Note that digital identity services may also, for example, collect usage data for monitoring performance. We are 

assuming in this category strict rules apply to the collection and usage of such data, so that no unwanted leakage 
occurs. 
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Vulnerability type High Medium Low 

V.9 Data minimization and 

avoidance of honeypots 
   

Pools of data Large pool of data No large pool of data in 

design but potential to 

collect data large pool of 

data 

No ability to collect large 

pool of data 

V.10 Sensitive data    

Inferred data (e.g. surname being 

used to infer religious or ethnic 

group) 

Identifiers revealed can be 

used to infer multiple data 

items (e.g. name, date of 

birth encoded into 

identifier) 

Identifiers revealed can 

be used to infer single 

items of data 

Identifiers are random 

and impersonal 

V.11 Avoid exclusion    

High cost to indivudual or lack of 

availabilitty 

Citizen required to pay, 

requires specific 

technology (e.g. Smart 

phone), requires mobile or 

bank account 

Citizen not required to 

pay but requires specific 

technology (e.g. Smart 

phone) or requires 

mobile or bank account 

Free at point of use and 

no specific hardware / 

technology requirement 

V.12 Restrictions on transfer 

and disclosure of data 
   

Lack of restrictions No restrictions in place or 

vetting of recipients, with 

onus being placed on 

citizen to provide consent 

Data only shared with 

trusted third parties 

Limited on no data 

sharing 

V.13 Pluralism and 

interoperability of systems and 

technologies 

   

Proprietary technologies System is proprietary and 

bespoke leading to 

interoperability issues and 

also higher chance of 

hidden security issues 

Some aspects of the 

system proprietary or 

provided by vendor 

seeking to establish 

lock-in 

System built around 

open and widely used 

technologies 

V.14 Minimise the human 

element 
   

Reliance on human action 

(Greater potential for 

incompetence and negligence to 

affect system) 

Significant manual 

procedures around 

registration and other 

lifecycle events 

Initial enrolment manual 

but once established 

other lifecycle events 

are automated.  

System fully automated 

V.15 Robustness of technology    

Complexity increasing likelihood 

of security weaknesses being 

present 

Complex system with 

large scope 

Simpler architecture but 

large scope 

Simple system with a 

constrained scope. 
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Vulnerability type High Medium Low 

Susceptibility to malware Citizen identity relies on 

personal computing device 

software 

Citizen identity relies on 

personal computing 

device software but 

authentication provides 

some protection against 

malware threats 

Citizen identity relies on 

secure cryptographic 

hardware 

Lack of explicit mutual 

authentication – eavesdropping, 

MITM, impersonation of service 

provider 

Citizen cannot easily tell if 

site or service provider 

being accessed is genuine 

Citizen can easily tell if 

site being accessed is 

genuine 

Citizen cannot easily tell 

if site being accessed is 

genuine 

Rapidly changing mobile security 

Rooted / jailbroken devices 

Targeted at latest 

technology 

Waits for level of 

maturity around 

technology 

Security ultimately 

pinned to secure device 

distributed to citizen 

V.16 Level of Assurance    

Low assurance identities 

susceptible to theft 

Low assurance Medium Assurance  High Assurance 

Lack of registers containing 

identity data lowering achievable 

assurance  

Lack of registers Patchwork of registers of 

varying quality and 

completeness 

Established authoritative 

registers 

Table 4: Vulnerability Types 

A.2.2 Scoring 
Using the scoring established above we assess the potential severity of vulnerability of the 
digital identity architectural models. The scores given are only indicative and based on 
assumptions of how the various approaches work in practice. The specifics of individual 
schemes may vary.  

The goal we believe should be, as far as possible, for schemes to be transparently privacy 
enhancing. Where design is opaque or reliance is made on the scheme to be operated 
correctly, this must be assumed to an element of weakness.  
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V.1 Fair and lawful processing        

Data held in jurisdictions or organisations with different 

standards 
L M L H M L L 

Robustness of certification – self certification, privacy focused 

or not. 
H M M M M H H 

V,2 Adequacy and quality        

Poor data quality H H L L L M L 

Static long lived identities H H M M M H H 

V.3 Explicit and legitimate purposes        

Unnecessary data collection H M L M L L L 

V.4 Minimal disclosure for a constrained use        

Linkable identifiers H H M M L M L 

Lack of blinding H L M L L L L 

Lack of pseudonymisation H H M M L L L 

Lack of “verification mode” services9  H H M M L M L 

Biometric data shared or stored in central database L L H L L L L 

V.5 Openness and transparency        

Lack of transparency H H L M L L L 

Implicit data collection  H H M M M M L 

V.6 Individual ownership and control of data        

Weak authentication: Authentication token has potential for 

theft or loss or cloning 
M M L M M M L 

Gap between user and credential (cloud hosted versus card) H H L H M M M 

Unencrypted data readable without access controls 

Access to data possible by unauthorised / unauthenticated 

parties 

H M M L L L L 

Non-expiring user credentials M M L M L M H 

V.7 Accountability and auditing        

Lack of audit H H L L L M H 

Access to data not audited M M L L L M L 

V.8 Consent        

Cached consent: Consent once, use many 

Disclosure of personal information without explicit consent 
H M L M L L L 

 
9  i.e. instead of “Is person over 18?” asking “what is person’s date of birth”? 
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No facility to withdraw consent, lack of revocation H M L L L L L 

V.9 Data minimization and avoidance of honeypots        

Pools of data H H L M L L L 

V.10 Sensitive data        

Inferred data (e.g. surname being used to infer religious or 

ethnic group) 
M M H M L L L 

V.11 Avoiding exclusion        

High cost to individual or lack of availability L L H M M M H 

V.12 Restrictions on transfer and disclosure of data        

Lack of restrictions H H M H L M L 

V.13 Pluralism and interoperability of systems and 

technologies 
       

Proprietary technologies L L M M L L L 

V.14 Minimise the human element        

Reliance on human action (Greater potential for incompetence 

and negligence to affect system) 
L L M M L M L 

V.15 Robust technology        

Complexity increasing likelihood of security weaknesses being 

present 
M M M H M L L 

Susceptibility to malware H H L M M M M 

Lack of explicit mutual authentication – eavesdropping, MITM, 

impersonation of service provider 
H H M M M M L 

Rapidly changing mobile security 

Rooted / jailbroken devices 
H H L H M H H 

V.16 Level of Assurance        

Low assurance identities susceptible to theft H M L L L L L 

Lack of registers lowering assurance achievable H H L M M M M 

Table 5: Vulnerability Scoring for the Different Models 

 

END OF DOCUMENT 

 


