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INTRODUCTION
In February 2011, NIST published a paper1 assessing the security issues with remote electronic voting.
Whilst recognising the potential benefits of using remote electronic voting technology the paper
concluded that three key barriers existed:
•
		
•
		

Security of personal devices: As the voter would use a personal device, over which the voting
system has little or no control it is very difficult to protect the software used for the voting process.
Remote authentication of voters: Whilst strong methods of voter authentication exist
(e.g. electronic identity smart cards) these do not typically integrate well with personal devices.

•

Auditability of electronic voting systems: It is difficult to validate and verify the software

		

used for remote electronic voting systems – both the back-end servers and the software

		

running on personal devices.

In the past 10 years, there have been considerable technological developments that address many of the
concerns raised by NIST. In particular:
•

Mobile device security: There have been numerous improvements to the security of mobile

		

devices and mobile operating systems, as well as the development of various security

		

management tools. These advancements now enable many high value and regulated services

		

to be offered via mobile devices.

•

Mobile identification and authentication: Document scanning and facial biometric techniques

		

now enable customers to be onboarded and subsequently authenticated with some assurance

		

– enough for many high value and regulated services to rely on these technologies for their

		

“Know Your Customer” processes.

•

Distributed ledger technology: Immutable and transparent ledgers, that are underpinned by

		

cryptography and maintained by multiple stakeholders, have the potential to enable a level of

		

auditability that previously could not have been envisaged.

This paper explores how these technological developments will enable more secure remote electronic
voting systems, and specifically mobile voting systems to be built.

1. https://www.nist.gov/system/files/documents/itl/vote/NISTIR-7700-feb2011.pdf

Technological advances that will enable mobile voting
1

CONTENTS
1

WHY IS MOBILE VOTING IMPORTANT?

3

2

REQUIREMENTS OF VOTING SYSTEMS

4

3

A TYPICAL VOTING PROCESS

5

4

AN EXAMPLE MOBILE VOTING SYSTEM

6

5

TECHNOLOGY

9

6

5.1

Remote Identification

9-10

5.2

Mobile Device Security

11-12

5.3

Cryptographic Key Management

12-13

5.4

Data Integrity

14

TO CONCLUDE

15

Technological advances that will enable mobile voting
2

1

WHY IS MOBILE VOTING IMPORTANT?

Voting is a fundamental right in any democratic society. Everyone entitled to vote should be able to do so
freely, independently, and safely. And yet this is not always the case. Whilst there are alternatives to voting
in person at a polling station, such as postal and proxy voting, these can have their limitations. We spoke to
election officials in the US to understand who may be impacted. They highlighted the following:
•

Military personnel and overseas citizens: Whilst absentee voting arrangements exist in the

		
US for military personnel who are stationed overseas as well as for citizens living abroad, reports2
		

suggest that participation is lower amongst both of these groups with a significant proportion of

		

voters encountering obstacles, such as delays in receiving voting materials, that prevent them

		

from being able to successfully vote.

•

People with disabilities: There are several ways in which people with disabilities can be

		
prevented from voting freely, independently, and safely. A recent article in Forbes3 highlights
		

how voting policy changes can disproportionately impact people with disabilities. One particular

		

point raised is that paper-only ballots do not provide voters with privacy and independence,

		

when the voter has to rely on someone else to complete the ballot form.

•

People who are displaced: A natural disaster may prevent someone who was expecting to

		vote by post being able to vote, if they are at a temporary address so cannot receive the
		

postal ballot form.

Given the ubiquity of mobile devices and their use in providing high value and regulated services, such
as payments and banking, Consult Hyperion believes they could play an important role in addressing
the above issues. This paper explores how a mobile voting system could be delivered and examines the
recent technological developments that will help make mobile voting a reality.

2 https://www.fvap.gov/info/interactive-data-center
3 tttps://www.forbes.com/sites/andrewpulrang/2021/07/25/7-ways-new-voting-laws-can-affect-people-with-disabilities/
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2

REQUIREMENTS OF VOTING SYSTEMS

In October 2020, the IET published a paper4 exploring the history of online voting and exploring the
requirements of such a voting system. It highlighted the following key security requirements:
•

Integrity: the declared outcome should be correct.

•

Verifiability: a voter or independent observer should be able to verify the correctness.

•

Secrecy: the way any particular person voted should not be revealed.

•

Non-coercibility: a voter should not be able to show someone which way they voted as

		

that would allow the voter to sell their vote or be coerced.

Based on our conversations with election officials, it is also essential that online voting systems address the
needs of voters and so we would add the following key requirements:
•

Convenient: the voting process must be clear and straightforward without unnecessary friction.

•

Accessible: the voting process must support the needs of all voters providing alternatives for

		

people with disabilities that preserve their privacy and independence in voting.

Integrity
Verifiability
Secrecy
Non-coercibility
Convenient
Accessible

4 https://www.theiet.org/media/7025/internet-voting-in-the-uk.pdf
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A TYPICAL VOTING PROCESS

The process of voting typically consists of three linked stages:
Onboarding
ONBOARDING
Identify voter

This is the process of determining that the individual is entitled to vote. It
consists of establishing the identity of the voter and then checking that
identity against a list of eligible voters5 and marking the voter on the list as
having been “onboarded” so that the voter is only able to vote once.

Confirm voter
entitled to vote

For example, a voter may present a polling card to an official at the polling
station who would then check it against a list of voters for that polling station.
To gain a higher level of assurance in the voter’s identity the jurisdiction could

VOTING
Provide voter with
unlinkable ballot form

Voter marks ballot form
with choice(s)

require the voter to also present a driving licence or identity card matching
their polling card.
Voting
This is the process of capturing the vote of the voter in a manner that
preserves the secrecy of the vote. It consists of providing a ballot form to
the onboarded voter and enabling them to cast their vote in a controlled but

Voter submits
ballot form

confidential manner.
Ideally the ballot form should not be linkable with the voter’s identity6. At a
polling station this could be achieved by the official physically handing a clean

TALLYING

ballot form (that contains no identifier that can be linked back to the voter)
to the voter and providing them with a booth where they can privately cast

Count the votes

their vote. A digital voting system must also ensure that the onboarding and
voting processes are decoupled to preserve the privacy and secrecy of the

Audit the election

individual’s vote.
Tallying
Once all votes are cast, they are counted to determine the election outcome.
The election may be audited to ensure that there were no issues in the endto-end process.
These three stages are tightly coupled. The system in place needs to ensure
that an entitled individual is only allowed to vote once. At the same time, it
must ensure that the vote placed by the voter cannot be attributed back to
that voter.

5 A list of eligible voters, and then method each voter will use, would already need to be in place.
6 In practice this is not true in some jurisdictions.
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AN EXAMPLE MOBILE VOTING SYSTEM
MOBILE APPLICATION

VOTING PLATFORM
Identify data

Onboarding

Voter key

User management

Voter key

Voter key

Separation

Provision ballot

Voting

Submit vote

Voting management

Secure channel
Figure 2: An Example Mobile Voting System

Figure 2 illustrates one possible approach to enabling voting via a mobile device. The voter would use
a mobile application on their mobile device. This would communicate with the voting platform over the
Internet. Both the mobile application and voting platform would have separate processes to deal with
onboarding and voting, as follows:
•

The mobile application would include onboarding functionality which would capture identity

		

and entitlement information from the voter which would be passed back to the user management

		

component of the voting platform.

•

The mobile application would include separate voting functionality where the user could place

		

their vote, which would be signed by a cryptographic voter key established during onboarding,

		

encrypted and passed directly to the voting management component of the voting platform. The

		

voting management component could also perform the tally of votes or pass the votes collected

		

onto the jurisdiction to be combined with other non-mobile votes.
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The following aspects of this approach are key to addressing the requirements of mobile voting systems.
Separation of onboarding and voting processes
Keeping the onboarding and voting separate is essential to ensuring that the secrecy of votes – ensuring
that votes are not attributable to any specific individual.
On the mobile application, this can be achieved by requiring the application to complete the onboarding
process before switching into a voting mode. That switchover would need to involve permanently deleting
all identity information collected as part of the onboarding process and ensuring the app is designed not to
collect other identifying information from the device. Independent auditing of the mobile application could
ensure processes have been implemented correctly and will increase trust.
On the voting platform, the user management and voting management components could be physically
isolated from each other to prevent identity information from being linked to voting information.
Furthermore, once a voter has been onboarded the link to the voter key could be permanently deleted. All
that would need to be kept would be a record of the voter having been onboarded, to prevent the same
voter onboarding twice.
Management of the voter key
The voter key would actually be a cryptographic keypair created securely on the mobile device
consisting of:
•

a sensitive private key held securely in the mobile device and used to sign the ballot form.

•

a public key that would be shared with the voting platform allowing it to verify any digital

		

signature created by the associated private key.

By generating the voter key on the mobile device, the voting platform would have no opportunity to alter a
vote cast via the mobile application.
To improve secrecy, cryptographic blinding techniques could be used so that the vote recorded by the
voting management system cannot be linked back to the public key of the voter.
To improve the integrity, steps could be taken to ensure that voter keys can only be generated in the
mobile app – to prevent malicious software running with the voting platform itself from generating
spurious voter keys.
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Secure channel between the mobile application and voting platform
Clearly the communications between the mobile application and voting platform should be secure
to prevent eavesdropping or the manipulation of information transmitted between them. This can be
achieved with standard cryptographic techniques.
For the voting process itself, the secure channel would be a secondary security measure, with the
ballot signing performed by the voter key being the primary measure employed to ensure the integrity of
the vote.
The establishment of a secure channel may make the mobile device itself identifiable – meaning
the voting platform would recognise the device each time it connects. That of course is a useful risk
management tool, but care should be taken to ensure that the device information cannot be used by the
voting management component to identify the device owner.
Audit functions within the voting management component
Because none of the voting information held in the voting management component is secret, audit
functions or APIs could be provided to allow election officials to examine the vote.
Audit functions could potentially be provided to individuals to confirm that their vote was counted. Care
would need to be taken with such functions to ensure that they did not enable a voter from using them to
sell their vote (e.g. if they could prove to a vote buyer which way they voted).
Design of the Mobile Application User Interface
The user interface presented by the mobile application needs to be clear. A digital interface has several
potential advantages over a paper ballot form:
•

The voter can be guided through the process helping to ensure that they understand it.

•

Alternative interfaces can be provided for voters with specific needs such as visual impairments –

		
•
		
•

or example using high contrast colours, different fonts or even sound.
By running the voting application on a device that the voter owns and is familiar with may
give them greater confidence and assurance in using the application.
It would not be possible to spoil a ballot form.
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Other measures that could be taken include:
Ballot form integrity
The blank ballot form delivered from the voting platform to the mobile application could itself be digitally
signed, allowing the mobile application to verify the integrity of the ballot form before presenting it to the
voter. Potentially the ballot form could be signed by a party that is independent of the voting platform,
such as the jurisdiction.
Organisational separation
If different organisations were involved in delivering different parts of the system that would reduce the
chance of collusion as well as forcing the interfaces between the component parts of the system to be
clear and well-defined, which would contribute towards transparency and system assurance.

5

TECHNOLOGY

Until relatively recently building a mobile voting system, such as the one outlined above, would have been
challenging. However, recent and ongoing technology developments mean building such a system is not
only feasible, but in the future likely to provide voters with the most convenient and secure way to vote –
once the technology has been proven to be robust.
5.1

Remote Identification

5.1.1 In the past… Credit bureau and other data sources have been the mainstay of remote identification
for many years. Identity verification would consist of asking enough questions that only the individual
concerned would be able to answer them. It is sometimes referred to as Knowledge-Based Verification
(KBV). The problem with this is that all such information can ultimately be phished. It also makes for a
terrible user experience. Consequently, service providers usually did not rely on KBV alone but would
supplement it with other physical checks, such as sending a letter to a known address – making the
remote identification process cumbersome and time consuming.
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5.1.2 Now… The high-quality cameras and NFC
interface provided in many mobile phones, make
remote identification possible. This can be achieved
by following a simple two staged process.
Firstly, the user is asked to scan an identity
document such as a government issued passport
or a driving licence. The document scanning can
be done either by using the camera to capture an
image of the document which is then analysed or
by reading the document’s chip (if present) over the
NFC interface. When a passport is read via the NFC
interface, the data is cryptographically protected
and can be verified using keys from passport
issuing authorities.
Secondly, the user is also asked to complete a
facial biometric authentication check against the
photograph of the person contained in scanned document. This typically uses the front facing camera
allowing the user to align their image on the phone’s screen. The process will involve “liveness” checks to
ensure that a real physical person is present.
This technology is increasingly being used in the financial services sector to verify the identity of customers
for Anti Money Laundering compliance, with several established commercial Software Development Kits
(SDK) that can be easily integrated into a mobile application. The development of certification standards,
by organisations such as the FIDO Alliance7, will ensure that commercial products meet defined criteria in
terms of their performance and security.
In the future, as well as using physical documents to perform mobile-based identification, it will be
possible to use secure digital documents, such as mobile driving licences8 and verifiable credentials9
issued by governments and other reliable sources to individuals. Furthermore, inclusion is high on the
agenda for digital identity initiatives around the world, many of which are seeking to find digital alternatives
for individuals who do not have access to traditional identity documents such as driving licences.

7 Through its Identity Verification and Binding Working Group: https://fidoalliance.org/identity-verification-binding/
8 Digital mobile driving licences that are based on ISO/IEC 18013-5
9 Such as those being specified by W3C (https://www.w3.org/TR/vc-data-model/)
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5.2

Mobile Device Security

5.2.1 In the past… Early versions of iOS and Android, the two dominant mobile device operating systems,
lacked many of the security restrictions that they have today. Applications could access information
relating to other applications. The permissions framework, especially on Android, lacked sophistication
meaning that often users would be required to give more permission to applications than was appropriate
or necessary. This meant that malicious applications could tap into operating system services and easily
access user data.
In those early days there were no established tools to help protect software running in what is essentially
an untrusted environment. You would not know, for example, if your application was running in an emulator
or on a device that had been compromised (e.g. one that had been jailbroken or rooted), undermining
whatever controls the operating system may ordinarily provide.
Access to mobile devices was also an issue. User authentication was typically a basic PIN-based
mechanism, that users would often disable, meaning a device in the wrong hands could be misused.
5.2.2 Now… Mobile phone technology has evolved rapidly with increased processing power, memory and
storage. There have been significant advancements in the mobile operating systems which now include a
whole range of controls to protect the integrity and confidentiality of the user’s applications. Sandboxing
helps to ensure that applications cannot interfere with each other. The use of randomisation protects
against low level attacks on the device’s memory. Fine grained permissions support the principle of least
privilege – that processes should only have the permissions needed to perform the task in hand, nothing
more. Apps can no longer surreptitiously access operating system services and user data without the
user’s explicit permission.
Mobile devices are not, of course, risk free. And despite the advancements in mobile security, it is
prudent to view end-user devices as untrusted. Consequently, two complementary types of mobile
solution have emerged that provide additional layers of security over and above that provided by the
operating system:
Device identity and intelligence solutions: these collect data from the device allowing them to
“fingerprint” each device. This can help identity devices that have previously connected to the voting
platform, are compromised or have been used for fraudulent activity. The providers of these solutions
typically have large database of anonymised device data, against which the device can be compared
real-time. These solutions are also able to detect specific threats such as the presence of malware
on the device.
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Mobile application protection: these employ a range of techniques to protect the application deployed
onto the mobile device. These include detecting if the device itself is compromised, obfuscating the
application to prevent reverse engineering and providing integrity controls to detect if the application has
been tampered with.
Many devices now also employ fingerprint or facial biometrics to authenticate the user to their device.
The convenience of these technologies means that users are far less likely to disable them, putting lost or
stolen devices at less risk.
The banking and payments industries have invested heavily in the mobile channel, which would not have
been possible without the advances in mobile security.
5.1

Cryptographic Key Management

5.1.1 In the past… Cryptography is an essential ingredient of any Internet voting system. As well as securing
the underlying communications between the voter and the voting platform, it can be used to ensure that
the integrity of votes is not compromised. This relies however on ensuring that the keys used to digitally
sign the ballot form are under the control of the voter, which is not always straightforward.
Ideally these keys should be protected by tamper resistant hardware that remains in the possession of
the voter. Smart cards are one such technology and they are used in numerous payment and electronic
identity systems around the world. However, they do not integrate well with online services and would be
an expensive option for a single election. The SIMs contained in mobile phones are the same technology
and whilst there are several cases of governments collaborating with mobile operators to create mobile
versions of their electronic identities, there is no universal approach to doing this.
5.1.2 Now… Secure hardware has become a standard feature of mobile phones. Handset manufacturers
often include a “Secure Element” (SE) or more commonly “Trusted Execution Environment” (TEE) as an
integral part of the device itself.
An SE is a dedicated tamper resistant chip. It is the same technology as a smart card or SIM card but
embedded into the device. A TEE is a secure operating system that runs alongside the normal operating
system, on the same hardware. The secure and normal operating systems are completely separate from
each other apart from a highly controlled and limited communications channel between them. The TEE
acts like a smart card chip providing an isolated environment in which secure cryptographic operations can
be performed.
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Mobile phone operating systems now include keystores to facilitate the secure management and use of
cryptographic keys. These provide APIs that mobile applications can call to offload sensitive cryptographic
operations such as signing a ballot form. Where available, such operations will be supported by an SE or
TEE providing high levels of security in the management and use of cryptographic keys.
If the operating system keystore is not backed by a SE or TEE, or if the cryptographic operation in question
is not supported by the keystore, then there are other options available:
Whitebox Cryptography: This technique can be used to perform certain cryptographic operations in the
normal operating system, i.e. not using an SE or TEE. It works by obfuscating the cryptographic key within
the applications code as well as in memory when the application is running. If an attacker, or malicious
software, was able to observe the devices memory or inspect the application software itself, recovering
the cryptographic key would be extremely difficult. Ultimately, Whitebox cryptography is not as strong
as using an SE or TEE. This risk can be mitigated by changing the cryptographic keys being used much
more frequently that is typically done with smart cards. For example, keys could be changed daily or
more frequently depending on an assessment of risk. Whitebox cryptography products are commercially
available and used to protect cryptographic keys in mobile payments.
Bespoke app running inside a TEE: Because the TEE runs on the mobile phones normal hardware it has
a much greater processing capacity than a secure element and it can be programmed to perform any
desired cryptographic algorithm or business logic, making it more flexible than both Whitebox and SE
solutions. Commercial TEEs are currently available on some Android devices. We expect the availability of
these to grow over time.
The right approach to cryptographic key management for an Internet voting system will depend on
the type and capabilities of the devices being used by voters. Currently, this will likely involve taking a
flexible approach, using hardware-based security where this is available and seeking to mitigate the risk
where it is not. The cryptographic management capabilities of mobile devices are continually improving,
meaning that in time, even the low-end devices will provide strong cryptographic management capabilities
as standard.

Cryptographic
Key
Management
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5.4

Data Integrity

5.4.1 In the past… Clearly in any voting system, it is essential that the voting platform ensures the integrity
of data. This includes ensuring that all votes are recorded correctly, that all votes are counted and that no
votes are deleted or corrupted by the system.
There are various techniques that could be used to ensure the integrity of voting data including relying on
the integrity controls built into commercial database products, using cryptographic hashes to show that
data has not changed and employing operational controls such as backup and recovery mechanisms.
Whilst such measures are useful, they do not result in a system that transparently has integrity. It is
necessary to trust the operator of the voting platform to do their job properly.
5.4.1 Now… The development of distributed ledger technology (DLT) brings several potential benefits to
voting systems:
•
		
•
		
•
		

The integrity of records stored on the ledger is automatically protected through the cryptographic
controls employed in the ledger.
Ledgers can be “append only” meaning that data cannot be changed or deleted (either
accidentally or maliciously).
With the use of cryptographic blinding techniques, it may be possible to allow a voter to verify
that their vote has been included in the count but without revealing which way they voted.

Most importantly DLT allows multiple copies of the ledger to be maintained by multiple independent
parties, with the technology automatically synchronising the data, providing a high degree of transparency
and immutability of the contents. A voting platform for example could employ a ledger operated
simultaneously by the platform provider, the jurisdiction, and an independent observer.
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6

TO CONCLUDE

Building voting systems is hard. They need to be secure, reliable, and open to scrutiny. No system however
can ever be guaranteed to be absolutely secure. This applies to paper-based as well as digital systems. The
task should always be to understand the risks and manage them down to an acceptable level by employing
controls that mitigate those risks.
The advancements in technology in recent years, especially in mobile and ledger technology, mean
that it is now possible to build mobile voting systems that are significantly more secure than would have
been possible even a few years ago. That technology is already in the hands of millions of voters who are
increasingly familiar with using it for other high value services such as mobile banking.
A unique property of voting systems compared to many other high value business applications is the short
period of time that they are required to be active. A voting system may only be needed for a few days or
weeks, in the run up to and during an election. This presents a challenge and an opportunity:
Ease of use – Because voters will be less familiar with a voting app than other apps that they use frequently,
it is paramount that voting apps are easy to use, guiding the voter through the process.
Reduction in risk – The key thing any would-be attacker needs is time. Consequently, in addition to
leveraging the technological advances outlined in this document, the risks to mobile voting systems can
be reduced further by only deploying the system when it is needed and ensuring that each deployment is
technically different – for example by replacing keys and re-obfuscating apps and APIs.
Consult Hyperion believes the technological developments of the past 10 years, combined with effective
risk management and secure development best practices, mean that it is now possible to build mobile
voting systems that satisfy the security and privacy requirements of such systems, reducing risk to an
acceptable level whilst providing convenient and accessible access to voting, for those that today are
often left out.
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